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ARTICLE INFO ABSTRACT 
 

Article history: The role of Internet of Things (IoT) technology continues to increase in 

various fields, especially health. IoT can connect doctors with their patients  
 via the   Internet.   Portable   IoT-based health   monitoring   devices   can   

 significantly reduce the distance between patients and doctors. The important  

 influence of IoT technology in the health sector can be seen from  its  

 efficiency and important role in developing and improving the quality of   
 health services. IoT is the last Internet revolution that allows integrity   

 between machines and objects. Developers and users still have to pay  

 attention to data security, considering that medical history is a matter of  

 privacy for some people. Blockchain technology has been predicted by the   
 industry and research community as a secure, fast, reliable and transparent  
 solution for IoT-based systems. Most blockchain technology is used for data   

 management operations in the IoT-based health sector, which improves data   

 security, including data integrity, access control, and maintenance of privacy.   
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1. INTRODUCTION 

The role of technology continues to increase in various fields. The use of information technology has 

increased significantly due to the increasing use of IoT (Internet of Things) devices [1][2]. IoT implementation 

can be implemented in the health service sector. IoT can connect doctors with their patients via the Internet. 

Portable IoT-based health monitoring devices can significantly reduce the distance between patients and 

doctors. IoT allows doctors to approach each patient individually, analyze health status, and calculate treatment 

methods individually. In addition, patient health can be checked remotely, with low investment costs, low 

power consumption, high performance, and response in real-time [3] [4] [5]. 

The important influence of IoT technology in the health sector can be seen from its efficiency and 

important role in developing and improving the quality of health services. The development of various 

applications or systems can be used to address challenges in the health sector. IoT is the last revolution of the 

Internet that allows integrity between machines and objects [6]. This technology is used in the health sector to 

carry out various actions, including detection, treatment, and monitoring. IoT devices can help patients get the 

right treatment [7]. The system or research that has been developed needs to be reviewed again to find out how 

big its role is in overcoming health problems. With this evaluation, it is hoped that developing IoT technology, 

especially in the health sector, can improve its functionality. 
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This paper presents various research reviews related to IoT in the health sector that researchers have 

previously carried out. This research study is divided into two types: research related to developing IoT systems 

for several diseases and data security in the IoT platform. 

 
2. RELATED RESEARCH 

IoT-based systems are emerging technologies that integrate software, hardware, physical objects and 

computing devices to communicate, collect and exchange data. IoT provides a seamless platform to facilitate 

interactions between humans and various physical and virtual things, including healthcare processed by the 

domain [8]. 

The development of systems for several types of chronic diseases has been developed, such as epilepsy. 

Research conducted by Souleyman Hassan et al. [9] has created an IoT-based monitoring system for epilepsy 

patients. This disease's seizures are unpredictable, and most epilepsy patients experience dangerous physical 

symptoms during an attack that make the patient uncomfortable while performing daily tasks. This is the 

background for the creation of the system. The system focuses on a common type of epilepsy, namely "Grand 

mal epilepsy Tonic-Clonic (GTC)" seizures. The prototype of this epilepsy monitoring system was tested and 

obtained average accuracy results of 98.90%, 95.49%, 83.0%, and 87.21% for body temperature, heart rate 

monitoring, muscle spasms, and fall detection. 

Many practitioners have carried out research related to the diagnosis of heart disease. Heart disease is one 

of the main causes of morbidity and death worldwide [10] [11]. This disease can cause complications such as 

infection of the coronary arteries and decreased function of the blood vessels, which can cause incidents such 

as heart attacks and strokes [12]. Even the heart rate can also be used as an indicator to diagnose the presence 

or absence of heart problems [13] [14] [15]. 

Research written by M Restu Ilhami [16] has the theme of designing an IoT-based coronary heart early 

detection device. The tool uses a pulse sensor with other IoT circuits as a blood flow detector. The data recorded 

by the sensor is sent via a smartphone as output that the user can access. The output received is a signal that 

can be classified whether it is a type of coronary heart or not. The results of this study can be concluded that 

the tool created can detect weak and high heart signals with BPM rates. Then with this tool, early coronary 

heart disease can be classified through applications with additional information in the form of several detected 

symptoms. 

Besides being detected as early as possible through IoT devices, heart disease can also be monitored and 

classified according to more specific health conditions [14]. Chao Li et al. have researched the theme of 

monitoring heart disease as a comprehensive health service by creating an IoT-based system. The patient's 

physical signs, such as blood pressure, EKG, and relevant environmental indicators, can be continuously 

monitored through the system. In addition, four data transmission modes are provided that balance healthcare 

needs and demands for communication and computing resources. System testing uses a smartphone application 

for data communication. The system is responsible for receiving and storing the monitored data from the 

monitoring device via BlueTooth and transmitting it according to the mode. Meanwhile, on the server side, 

which is a web-based application, it is intended for doctors to ask for monitored data [17]. 

Apart from the IoT devices for the two diseases already mentioned, there are also IoT-based systems for 

detecting blood pressure and body temperature. The system created by Ganjar Suwasono Adi et al. created 

automation of blood pressure and body temperature detection, thus facilitating health data collection. This 

system uses an air pump and solenoid valve to fill and empty air in the cuff using the MPX5700 sensor. As for 

body temperature detection, the AMG8833 camera infrared sensor is used. The sensor reading results are sent 

via the Message Queue Telemetry Transport (MQTT) protocol connected to the NodeMCU ESP8266. The 

results of monitoring sensor nodes displayed via smartphone obtained an average error of 6.41% for systolic 

readings and 7.45% for diastolic readings based on the MPX5700 sensor, and 2.39% for temperature readings 

based on the AMG8833 sensor [18]. 

 

3. IOT APPLICATION IN HEALTHCARE 

 

3.1. Remote Patient Monitoring 

Remote patient monitoring is the most common application of IoT devices for healthcare [19]. IoT devices 

can automatically collect health metrics such as heart rate, blood pressure, temperature and more from patients 

who are not physically present in the healthcare facility, eliminating the need for patients to go to a provider 

or collect them themselves [20]. When an IoT device collects patient data, it is passed to a software application 

where healthcare professionals and patients can view it. Algorithms can be used to analyze data to recommend 
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treatments or generate alerts. For example, an IoT sensor that detects a patient's very low heart rate can generate 

an alert so healthcare workers can intervene. The main challenge with remote patient monitoring devices is 

ensuring that the highly private data collected by these IoT devices are secure and private. 

 
3.2. Glucose Monitoring 

For the more than 30 million Americans with diabetes, glucose monitoring has traditionally been difficult. 

Not only is it inconvenient to check glucose levels and manually record results, but doing so reports a patient's 

glucose levels only at the exact time the test is provided [20]. If levels fluctuate widely, periodic testing may 

not be sufficient to detect a problem. IoT devices can help address these challenges by providing continuous, 

automatic monitoring of glucose levels in patients. Glucose monitoring devices eliminate the need to keep 

records manually, and they can alert patients when glucose levels are problematic [21]. 

 
3.3. Heart-Rate Monitoring 

Like glucose, monitoring heart rates can be challenging, even for patients in healthcare facilities. Periodic 

heart rate checks don't guard against rapid fluctuations in heart rates, and conventional devices for continuous 

cardiac monitoring used in hospitals require patients to be attached to wired machines constantly, impairing 

their mobility [22]. Today, a variety of small IoT devices are available for heart rate monitoring, freeing patients 

to move around as they like while ensuring that their hearts are monitored continuously. Guaranteeing ultra- 

accurate results remains a challenge, but most modern devices can deliver accuracy rates of about 90 per cent 

or better [20]. 

 

3.4. Connected Inhalers 

Conditions such as asthma or COPD often involve attacks that come on suddenly, with little warning. 

IoT-connected inhalers can help patients by monitoring the frequency of attacks and collecting data from the 

environment to help healthcare providers understand what triggered an attack [20]. In addition, connected 

inhalers can alert patients when they leave inhalers at home, placing them at risk of suffering an attack without 

their inhaler present or when they use the inhaler improperly [23]. 

 
3.5. Depression and Mood Monitoring 

Information about depression symptoms and patients' general mood is another data that has traditionally 

been difficult to collect continuously [24]. Healthcare providers might periodically ask patients how they are 

feeling but could not anticipate sudden mood swings. And, often, patients don't accurately report their feelings. 

"Mood-aware" IoT devices can address these challenges. By collecting and analyzing heart rate and blood 

pressure data, devices can infer information about a patient's mental state. Advanced IoT devices for mood 

monitoring can even track data such as the movement of a patient's eyes. The key challenge here is that metrics 

like these can't predict depression symptoms or other causes for concern with complete accuracy. But neither 

can a traditional in-person mental assessment. 

 
3.6. Robotic Surgery 

By deploying small Internet-connected robots inside the human body, surgeons can perform complex 

procedures that would be difficult to manage using human hands. At the same time, robotic surgeries are 

performed by small IoT devices [25]. 

 

4. SECURITY IN IOT 

In addition to systems that have been widely developed both for the detection and monitoring of chronic 

diseases, it is also necessary to pay attention to the security section in the data communication process, where 

the health industry has adapted to cloud technology and has used it for more effective health treatments [26]. 

Some modern hospitals are found to be conducting experiments using IoT, which records not only the patient's 

illness but also the patient's vital parameters collected from monitoring devices connected to the hospital's core 

network. Compromising patient records can result in a breach of confidentiality between doctor and patient, 

which is one of the most fundamental pillars of medical practice. Processes in the network include exchanging 

big data among connected devices and sending it via the Internet to a central server for data analysis. The 

exchange of sensitive information is quite common in IoT networks, and leakage or loss of important data 

becomes dangerous for the network as well as the owner of the information. Therefore, communication over 

the IoT network must follow security standards [27]. 
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Blockchain technology has been predicted by the industry and research community as a safe, fast, reliable 

and transparent solution for IoT-based systems [28]. In addition, this technology has been identified as the 

most effective method for maintaining the confidentiality and security of real-time control systems [29]. Most 

of the blockchain technology is used for data management operations in the IoT-based health sector, which 

improves data security, including data integrity, access control, and maintenance of privacy [30]. Several 

studies on blockchain for IoT-based systems have been carried out, including research conducted by Prabhat 

Kumar et al., themed deep learning using blockchain for data transmission in IoT-based health systems. In this 

research, the "Blockchain-orchestrated Deep learning approach for Secure Data Transmission in IoT-enabled 

healthcare system, hereafter referred to as" (BDSDT) architecture, is designed. In particular, BDSDT provides 

a two-level architecture to guarantee security. At the first level, all IoT devices are registered, verified (using 

zero proof of knowledge), and then added to the blockchain network using smart contract-based ePoW 

consensus. At the same time, the second level incorporates a deep learning architecture. In this feature, the 

original data is extracted using an autoencoder technique rarely used by bi-directional short-term memory to 

identify intrusions in the network. In addition, this study uses IPFS-based off-chain storage to make BDSDT 

more scalable. The results indicated that the proposed framework outperformed competing strategies in 

blockchain and non-blockchain settings and obtained an accuracy close to 99% [31]. 

Kebira Azbeg et al. researched BlockMedCare: Health care systems based on IoT, Blockchain, and IPFS 

for data management security. Specifically, the designed system is made to support remote patient monitoring, 

especially regarding chronic diseases that require routine treatment. This system considers three main 

parameters: security, scalability, and processing time. In terms of security, this can be ensured using a re- 

encryption proxy combined with blockchain to store hash data for access control using intelligent connectivity. 

In contrast, an IPFS-based off-chain database stores data to ensure blockchain scalability. The results found in 

experiments for diabetes management found that the system has shown a good improvement in terms of safety 

[32]. 

 

5. CONCLUSION 

Based on the reviews conducted, it can be concluded that IoT technology in the health sector has been 

widely implemented. So it is clear that benefits can be drawn from developing IoT technology. But in this case, 

developers and users still have to pay attention to data security, considering that medical history is a matter of 

privacy for some people. Research related to data security in IoT-based health systems has been carried out a 

lot, as mentioned above, for that hopefully with this discussion, the development of IoT for the health sector 

can be further optimized both in terms of benefits and security guarantees. 
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