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Abstract—Internet’s popularity for dissemination of data – 

has birthed the proliferation of attacks that exploit networks for 

personal gain. Attackers via social-engineering attacks, gain 

unauthorized access to a compromised device via subterfuge 

mode and deny users of network resources. Denial of service 

(DoS) attack is carefully crafted to exploit high levels of network 

infrastructures. Our study presents a deep learning scheme to 

effectively classify between genuine and malicious packets. With 

benchmark XGBoost, Random Forest, and Decision Tree – our 

resultant model yields an accuracy 0.9984 and F1 0.9945 to 

outperform the benchmark XGBoost, RF and DT (with F1 of 

0.9925, 0.9881 and 0.9805 – and Accuracy of 0.9981, 0.9964 and 

0.9815) respectively. Proposed model correctly classified 13,418 

cases with a 0.9984 accuracy and has only 283 cases incorrectly 

classified. Proposed memetic ensemble effectively differentiates 

malicious from genuine packets using anomaly-based detection. 

Keywords—Anomaly Detection, Machine Learning, Memetic 

Algorithm, DDoS Attacks, Subterfuge Insider Threats 

I. INTRODUCTION 

Information has since been known to be both critical, 

imperative, and crucial to aid effective decision-making in 

businesses [1]. This is so because, it improves performance, 

and strategies implementation to guide better monetization 

policies and portfolios for such organizations. Information 

has also become both an integral fundamental requirement 

cum basis for today's complex culture [2]. The field of 

informatics is continually advanced with the constant 

evolution vis-à-vis fusion of information and communication 

technology (ICT) tools [3]. This integration is attributed to its 

ubiquitous nature, low cost, usage ease, mobility, portability, 

and user trust [4][5] – all of which advance the popularity and 

ease of ICTs. This growth has also attracted intrusive actions 

from adversaries whom for personal gains, seek to exploit 

unsuspecting user devices. They achieve these by exploring 

unsolicited adverts, phishing techniques, and malware 

distribution to exploit user devices – as its rise today, has 

become and proven to be a great concern to both businesses. 

security experts, individuals, and organizations [6][7].  

Capacity development promotes productivity, and the 

digital revolution today, its impact (positive and negative) on 

both human-machine connectivity via the adoption of ICT – 

has also evolved businesses over time; These evolutions, 

have also experienced both internal or external threats from 

adversaries [8][9]. Such compromise of user devices with 

adversarial tools designed to evade security measures, 

obscure data privacy, and weaken network infrastructure 

have become a great concern with negative impacts on the 

adoption of technology. Socially-engineered intrusions 

include data stealing and corruption, denial of service, buffer 

overflow, etc [10]. a concerted effort is required to win this 

war against intrusion with procedures/tools to advance 

consistent probe of network resources, as studies have proven 

that intrusion threats and attacks can never be over-

emphasized  [11][12]. 

The rise in the rate of these breaches is broad in the range 

of innovative technology – leading to denial of services 

attacks, etc [13]. It is necessary to stop as fast and as close to 

the source – a DDoS breach, because they are carefully 

crafted against the target user system via a number of 

compromised systems [14]–[16]. DDoS threatens network 

infrastructure since by design, they are crafted to target a 

large cluster of user devices; And in turn, compromised at 

various levels [17]–[19]. The ease in the spread of these 

attacks is become of great concern even with available tools 

and measures that will dissuade adversaries. New studies 

utilize machine learning (ML) modes to classify genuine 

from malicious packets [20]–[22]. Intrusion as achieved by 

an adversary, seeks to exploit vulnerability traces to 

compromise a user device [3],[23][24] masquerading as a 

genuine user. The spread of such attacks is losing money for 

businesses as private files, and network infrastructure are 

often lost to such breaches. With evolved techs, adversaries 

often exploit malware as a means to wreak havoc. It has 

become crucial and imperative to compile counter-intrusions 

via measures that remain resilient to cyberattacks. This has 

also become a primary focus for most businesses and 

organizations, to adopt intelligent models that can deter and 

dissuade adversaries [25][26]. 

A. The Distributed Denial of Service (DoS) Attacks 

These are carefully crafted attacks and socially 

engineered threats initiated against network resource(s). it is 

often targeted as a subterfuge, stealth mode threat aimed to 

compromise a user device and use same as an entry (pivot 

cum pilot) point to access a network infrastructure [27]–[29]. 

On entry to a vulnerable unit – an adversary seizes up 

resources including CPU time, memory, network bandwidth, 

and memory  [30][31] – denying authorized users access as it 

further exploits a network’s weakness. Many adversaries 

achieve this feat via code insertion [32]–[34], which 

overwhelms the network with user requests. This well-crafted 

DDoS often ensures its success as the botnet size relates to 

attack severity [35]–[37]. The breach exhausts targeted 

resources, denies authorized user access, and exploits a 

compromised network of its resources. DDoS is fixed by 
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disconnecting affected units – if detected. Thus, firewalls and 

utilized detection approaches must aim to stop as fast as it is 

detected, and as close to its source as possible as it can [38] 

[39]. DDoS is grouped into 2 modes: 

1. Floods the network/server with requests that eventually 

overwhelm a server so that once access is gained, they 

exhaust/seize up CPU time, power, bandwidth, etc, and 

make it difficult for all authorized users to access these 

resources [40][41], and  

2. Initiate a large volume of malicious data requests via the 

use of the protocol design attack that spoofs all user 

requests; And in turn, denies services to users [42]. The 

success of DDoS is attributed to its skills for evading 

detection as the adversary can spoof their source IP 

address to mask data origin – making it difficult to 

differentiate genuine data packets from malicious packets 

[43]–[45]. 

Detection schemes must spot these based on their locality of 

deployment as [46] via the following techniques: 

a. A source device can explore security mediums to aid in 

the identification of malicious data with its outgoing 

packet and filter it. Such detection is launched at the 

attack’s source and prevents other network users from 

generating a DDoS. This detection mode stops such an 

attack breach so fast and so close as possible to the attack 

source (a best practice) and minimizes havoc the attack 

ought to accomplish on the network packets [47]–[49]. 

b. A victim-end detection is when a compromised device 

can detect/distinguish incoming malicious data from 

genuine data via its misuse of intrusion, or anomaly 

intrusion detection scheme – such that the data packet is 

denied entry or granted degraded services as it reaches a 

user device and dissuades from bandwidth saturation 

[50]. 

c. Core-end detection is when a router may attempt to 

identify malicious data via traffic flow rate-limit so as to 

balance between its detection accuracy and bandwidth 

consumption of a request (attack). Thus, it traces back 

such detection with ease as it aggregates all traffic flow 

via rate-limit since both attack and genuine packets arrive 

at the router at the same time [51]–[53]. 

Anomaly is best viewed as an outlier data that does not 

follow or observe the norm. The function is an offset from the 

norm operation of a system. Its detection is classified into 

statistical [54], deviation [55], distance [56], profile [57], 

density [58] and cluster [59] approach. Detection explores 

machine learning approaches [60] to identify unusual norms 

in a domain dataset – to resolve tasks such as feature selection 

mode, poor generalization, imbalance nature of dataset, and 

prediction performance [61] with the objective of identifying 

outliers that congest data traffic as attacks [62]. 

B. Machine Learning Anomaly Detection Approaches 

Detection with machine learning approach can be largely 

accomplished either as a classification or regression task via 

the methods of vote, stack, bagging and boosting modes. In 

general, these have been identified to fall into three (3) broad 

views of Deep learning (DL) [63], Machine Learning (ML) 

[64], and Ensemble Learning (EL) [65]. ML heuristic models 

are known to successfully learned intrinsic patterns inherent 

a dataset via training to help them effectively identify 

evidence to support ground truth in complex tasks with 

un(structured) datasets [24]. Its robustness, adaptability and 

flexibility allow them identify patterns via learning changes 

in the features to unveil crucial predictors utilized in model 

construction. And in turn, ease the detection of outliers from 

behavioral norms of the dataset [66]–[68]. Known MLs are 

Logistic Regression [69][70], Support Vector [71][72], K-

Nearest Neighbors [73][74], and Fuzzy [75]. 

Deep Learning (DL) here, refers to neural network-based 

heuristics, and are tailored to learn high-dimensional features 

in time-series. It is used in non-linear, chaotic, dynamic, and 

complex traffic data and medical health records [76]. Its poor 

generalization is due to the vanishing gradients problem. To 

curb this, studies adopt its variant LSTM, which easily adapts 

to learned changes experienced as predictor dependency [77]. 

However, its inability to handle large categorical data and its 

requirement of longer train time are its demerits. To rescue 

this, ensemble learning effectively fuse DL and ML [78] to 

yield optimal fit solution – efficiently achieved via the actions 

of voting, bagging, stacked, and boost approaches [79]. 

C. Review of Related Literatures 

Network resources are streams of data events checked on 

predefined attack rules. Managers often formulate a view for 

known attacks so that the system can easily identify related 

occurrences of attacks either as signature or anomaly-based 

analysis using self-organized maps or transition analysis. The 

rise in DDoS breaches, continues to raise concerns, making 

its detection an urgent task for businesses. With billions of 

dollars lost – the cost associated with such attack has become 

staggering and still on the rise, annually. Businesses and users 

must remain vigilant with continued evolution in detection 

schemes. Despite the efforts, adversaries re-invent new mode 

to evade security and avoid detection; Making this, a constant 

war [80].  

Emordi et al. [81] used a multi-level tree for packet 

statistics to monitor data traffic(s) on devices, and to detect 

as well as eliminate DDoS. They aggregated and rated each 

packet statistics to successfully detect breaches via a 

disproportional difference in each data’s rate in/out of a 

network – and set up at locations that equip each device to 

either fail to monitor or detect bandwidth attacks. Haque et 

al. [82] Adversaries evade detection by randomizing source 

IP. They investigated DDoS via NetBouncer, distinguishing 

genuine from malicious users, and updated the client list that 

allowed access to resources. As a user forwards a packet, the 

NetBouncer compares for legitimacy of the user. Once the 

user passes the test, he is added to the legitimacy list, and 

ceded access to resources till such a window expires; And the 

list of users are re-validated [83].  

Machine learning (ML) schemes have been used to 

efficiently classify DDoS with ensembles that are tolerant to 

noise, and ambiguities, and have imprecise data at its input – 

to yield low-cost, effective optimal solutions. MLs explore 

traffic (historic) datasets to yield a model design that seeks to 

group new cases based on class features. Cases that do not 

conform to the trained heuristic are classified as an anomaly. 

Thus, Nguyen [84] Proactively classified network status into 

phases that seek to investigate packets based on selected 

features using the KNN model to classify packets of DDoS 

attack. Yuan et al. [85] used decision trees to detect DDoS 

with 15 features selected to help it monitor data and flag data 

rates in/out using traffic patterns. It detects anomalies via a 
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matching scheme that identifies traffic packets similar to an 

attack, and traces its origin based on similarity [86][87]. 

Otorokpo et al. [88] used a signature memetic ensemble 

to detect DDoS breaches using 7-feats to monitor data traffic 

patterns. It uses a match that identifies traffic flow(s) into 

classes and traces them back to an attack’s origin via the 

similarity. Emordi et al. [89] used a Radial Basis Function to 

test for packet anomalies on network routers. It used 7-feats 

to train an RBF network, classifying data into genuine and 

attack classes. If an incoming traffic is detected as an attack, 

its source packets are forwarded to a filter and alerts a routine 

measure of actions. Otherwise, if free of attacks, they are 

forwarded to their destination(s) [90][91]. 

D. Study Motivation and Rationale 

The study wishes to address the problem thus [92][93]: 

1. The alarming rise in DDoS attacks compromises user 

units to exploit resources. This has resulted in loss of 

finance, reduced user-trust levels, and reduced adoption 

and technophobia. DDoS can be resolved with targeted 

schemes [94][95] that have been successfully used on 

malicious data. This DDoS war is a continuous task that 

is hindered by the adopted features during selection and 

data balancing technique explored [96][97]. 

2. Finding the proper format dataset is crucial to ML tasks 

as this is needed for model construction, train and test – 

as there is often, limited available data that in turn, yields 

high rate false positive valuess [98]. A crucial challenge 

with imbalanced datasets with cases of DDoS attacks 

lagging behind genuine ones. New studies must seek to 

explore intricate sampling techniques or harness the 

robust power of ensemble(s) tailored explicitly to mitigate 

the issues of imbalanced datasets. 

3. As DDoS prevents authorized clients from access to 

network resources; thereby consuming or causing the 

seizure of available resources as it overwhelms the 

network with user requests until countermeasures are 

explored. There has become an urgent need to identify its 

source and manage its existence as fast and as close to its 

origin. This will imply effectively differentiating between 

legitimate and malicious acts via the use of statistical 

heuristics. Many such ensembles that explore hill-

climbing approaches – often get trapped at the heuristic’s 

local maxima [99]–[101]. 

4. Formulating an effective detection approach also yields a 

variety of drawbacks as malicious packets by design – 

seek to evade filter detection. These filters are by design 

also hampered by character size limit, non-availability of 

the dataset, feature selection and extraction in the quest 

for ground truth, heuristic construction, and training. 

These can lead to both poor generalization and poor test 

dataset classification for proposed model [102][103]. 

5. With increased multi-channel transactions – new models 

must integrate data channels to enhance overall accuracy 

as traditional detection modes are limited in adopting new 

patterns nor can they keep up with novel tactics. 

Thus, we propose a modular memetic ensemble that seeks 

to effectively classify malware intrusion from genuine traffic 

flow data packets. 

II. MATERIALS AND METHODS 

Our proposed methodology leverages a stacked learning 

approach with 3-blocks as in [33]: (a) knowledge-base as 

decision support, (b) supervised cultural genetic algorithm, 

and (c) unsupervised modular neural network as in Fig. 1: 

 

 

Fig. 1. Proposed Stacking Ensemble Approach with XGBoost as Meta-heuristics 

1. Step-1 – Data Collection: DDoS dataset is available on 

[web]: kaggle.com/datasets/DDoS-dataset. It consists of 

54804-records divided into 35698-genuine and 19106-

attack (for major and minor classes). 

2. Step 2 – Preprocessing deletes missing labels to ensure 

quality, and deletes duplicate data to avoid redundancy in 

dataset. Next, we encode the dataset using principal 

component analysis (PCA) to converts all categorial data 

on to their numeric equivalence. 

3. Step 3 – Fitness Function extracts and select data-labels 

that yields the input (X), and the corresponding label for 

which the ensemble will predict as output (Y). It achieves 

this by removing all docile/irrelevant feats with less 

significance to the target class. This, dimensionality 

reduction of the chosen predictors will fasten ensemble 

construction for improved performance [104], especially 

for scenarios of cost as critical factor [105]. Its efficiency 

is evaluated by how well the ensemble fits about ground 

truth or target class. With a threshold of 11.321 – a total 

of 7 features was used in lieu of the target class 1 (i.e., 

anomaly) to aid insights into the contribution of different 

features to the classification process. 

http://www.kaggle.com/datasets/fedesoriano/traffic-prediction-dataset


Journal of Fuzzy Systems and Control, Vol. 3, No 1, 2025 67 

 

Patrick Ogholuwarami Ejeh, Anomaly-based Detection of Denial of Service via Deep Learning Memetic Trained Modular Network 

 

4. Step-4 Data Balancing redistributes data and ensures an 

almost equal class distribution. Here, we explore the 

SMOTE approach as thus: 

5. SMOTE: the synthetic over-sample technique is done as 

thus: (a) identify the minor-class and adjusts labels to 

those of its closest neighbors, (b) then, interpolate these 

labels to generate synthetic labels, and (c) repopulate the 

original dataset with the generated synthetic data to yield 

a dataset with balanced class distribution as in Fig. 2.  

 

 
(a) 

 
(b) 

Fig. 2. (a) Original data plot and (b) Data balancing with SMOTE applied 

SMOTE-Tomek links approach seek to balance the class 

distribution extending the SMOTE mode. It uses the 

Tomek-links to under-sample the major class, and thus, 

generate overlapping labels in the class [106] as in Fig. 3. 

For this study, we utilize the SMOTE-Tomek links mode 

to provision a good-fit for both classes. 

 

 

Fig. 3. Data Balancing via SMOTE-Tomek 

6. Step-5 – Normalization and Splitting utilizes variable 

transform to act and ensure class distribution nearness, 

resulting in a more balanced distributed classes using the 

standard normalizer that reverts data features utilizing a 

mean of 0 and standard deviation of 1 for the class 

distribution(s) as in Equation (1): 

𝑧 =  
(𝑥 −  𝜇)

𝜎
    (1) (1) 

x is the original value, 𝜇 is mean, 𝜎 is the standard 

deviation, and z is our normalization process. Afterward, 

the dataset is split into 75% for training and 25% for 

testing (validation) subsets. 
 

A. The Genetic Algorithm Trained Modular Neural Net 

The modular, stacked nature of this ensemble combines 

the predictive output of 2-base learners to achieve greater 

prediction accuracy. Its merits includes: (a) diversification of 

models via utilization of many schemes [107], (b) enhanced 

generalization, and (c) reduced risk of model overfit. These 

must assist the model to optimize the summed outcome and 

minimize errors at training via out-of-fold prediction. This,  

improves its accuracy, robustness, and flexibility to harness 

the processing prowess of the good-fit, multi-base leaners 

cum classifier models [108]. Thus, we explain the stacked 

model approach as consisting: 

1. The Supervised Genetic Algorithm: Gas by design 

explores 4 operators/sections namely initialize unit, 

fitness function and select unit, retrain/crossover unit, and 

mutation/diversity unit – so as to reach optimality. A fit 

gene yields a value close to the optimal. The Cultural GA 

(CGA) is a variant that uses 4-belief spaces to yield a 

solution. They include thus: (a) norm specifies the 

upper/lower range that bounds a gene, (b) domain 

specifies data about the task to the model, (c) temporal 

specifies knowledge about the available problem space, 

and (d) spatial specifies the coverage topography of the 

task. In addition, it exploits an influence function to 

bridge gaps between its gene pool and these belief spaces 

– to ensure that modified genes do not exist outside the 

lower/upper bounds and they still conform to the belief 

space(s). Thus, its result pool does not violate the belief 

space(s) to reduce number of potential candidates that the 

CGA generates until it reaches the optimum [109]. 

2. Unsupervised Modular Kohonen Neural Network (MNN) 

is a feed-forward, grid network – whose input layer 

accepts data, and forwards them as unbound to its hidden 

layer. This layer activates the transfer function to yield the 

desired computation by mapping its similarity patterns 

into relations. These pattern cum relations when noticed, 

are then employed to determine its training result. To 

create the deep learning impact of the MNN – we 

carefully modify its features through the 2-stages namely 

pre-trained, and fine-tuned processes. 

B. Tree-based Training Phase 

Here, trees are iteratively constructed using the bootstrap 

mode to yield the required enhancements. This also improves 

the trees' collective knowledge so as to assist the ensemble to 

quickly identify intricate patterns inherent in the dataset. 

Thus, at training – ensemble can effectively fuse the synthetic 

generated data-labels with the original labels; And in turn – it 

guarantees that the classifier yields comprehensive learning, 

which will improve the heuristics flexibility and adaptability 

for reuse in other domain tasks. 

 

0

10000

20000

30000

40000

Genuine Anomaly

F
re

q
u

en
cy

Class Distribution

Original Train Dataset

23800

23850

23900

23950

24000

Genuine Anomaly

F
re

q
u

en
cy

Class Distribution

SMOTE Data Balancing

29981,5

29982

29982,5

29983

29983,5

Genuine Anomaly

F
re

q
u

en
cy

Class Distribution

SMOTE-Tomek Data Balancing



Journal of Fuzzy Systems and Control, Vol. 3, No 1, 2025 68 

 

Patrick Ogholuwarami Ejeh, Anomaly-based Detection of Denial of Service via Deep Learning Memetic Trained Modular Network 

Table 2 are labeled attacks: ICMP PING – Internet Control 

Protocol Packet Internet Groper, NP – Ping, PS – Port Scan, 

PAS–Packet Sniffer, PA – Protocol Analyzer, PG – Password 

Guess, PC – Password Cracking, SH – Session Hijack, SR – 

Session Replay, IPS – IP Spoof, DN – Domain Name attack, 

RA – Reroute Attack, ARS – Address Resolution Spoof, FA 

– Flood Attack, PODA – Ping of Death, etc [110]. 

The net weights (i.e. w1 and w2) were recorded as 0.2 and 

0.8. Our first rule from Table 1 is explained thus: 

if (duration=“-1:0:23”, protocol =“telnet” and source-port=-

1 dest-port=23, source IP=“192.168.1.30”, destination IP 

=“192.168.0.20) then {log network connection as an 

Intrusion}. 

10% training data used in cross-validation with stratified 

k-fold arranged so that each fold yields a good representation. 

Table 1.  Fitness Ranking of Features Selected for the top-22 Generated rules 

Time Protocol Source Port Destination Port Source IP Destination IP Attack Fitness 

-1,0,23 telnet -1 23 192.168.1.30 192.168.0.20 PG 0.8063 

0,0,5 -1 -1 -1 192.168.1.30 192.168.0.20 PS 0.8063 

-1,0,23 telnet -1 23 192.-1.1.30 192.168.0.20 PC 0.8063 
0,0,5 -1 -1 -1 192.168.1.30 192.168.0.20 ARS 0.8063 

-1,0,23 telnet -1 23 192.168.1.30 192.168.0.20 ICMP 0.8063 

0,0,5 -1 -1 -1 192.168.1.30 192.168.0.20 NP 0.8063 

0,0,23 telnet -1 -1 192.168.1.30 192.168.0.20 PA 0.8063 

-1,0,23 telnet -1 23 192.168.1.30 192.168.0.20 FA 0.8063 

-1,0,23 telnet -1 23 192.168.1.30 192.168.0.20 ARS 0.8063 
0,0,-1 -1 1023 1021 192.-1.1.30 -1.168.0.20 PODA 0.8031 

-1,0,-1 -1 1023 -1 192.168.1.30 192.168.0.-1 PODA 0.8031 

0,0,14 -1 -1 513 192.168.1.30 192.168.0.20 SR 0.8031 
0,0,14 -1 -1 513 -1.168.1.30 192.168.0.20 SH 0.8031 

0,0,14 -1 -1 513 192.168.1.30 192.168.0.-1 RA 0.8031 

-1,0,-1 -1 1023 -1 192.168.1.30 192.168.0.-1 DN 0.8031 
0,0,5 -1 -1 23 192.168.1.30 192.168.0.20 IPS 0.8031 

-1,0,-1 -1 1023 -1 192.168.1.30 192.168.-1.20 PODA 0.8031 

0,0,14 -1 -1 513 192.168.1.30 192.168.0.-1 ICMP 0.8031 

III. RESULT FINDINGS AND DISCUSSION 

A. Results Findings and Discussion 

Training allows an ensemble to adjust its weights and 

biases. We tune the hyper-parameters via a trial-n-error mode 

as in Table 2 with learning_rate, n_estimators, and 

max_depth, respectively to yield an optimal fit as thus: 

Table 2.  Hyper-Parameter Tuning 

Iteration Transaction Confusion Matrix Attack 

Max-Depths Max. depth [1, 2, 4, 5, 6, 8, 10] 5 
Learning 

Rate 
Step weights [0.1, 0.2, 0.3, 0.5, 0.75] 0.25 

N_Estimators 
Number of 

nodes 
[100, 200, 300, 400, 

500] 
250 

 

We classify DDoS attacks with results as in Table 3. 

Table 3.  Base Learner Performance Metrics Details 

Schemes F1 Accuracy Precision Recall 

DT 0.9805 0.9815 0.9805 0.9745 
RF 0.9881 0,9968 0.9318 0.9848 

XGBoost 0.9925 0.9981 0.9541 0.9881 

Our Ensemble 0.9945 0.9984 0.9616 0.9890 
 

Table 3 shows proposed ensemble yields F1 of 0.9945, 

and outperforms XGBoost, RF, and DT with F1 of 0.9925, 

0.9881, and 0.9805 respectively. The proposed model has an 

accuracy of 0.9984 to outperform RF, XGBoost, and DT with 

0.9981, 0.9964, and 0.9815 respectively. Precision and Recall 

as in Table 3. The ensemble yields insights into which 

features have a greater influence on performance to identify 

important feats that influence a model's predictions [111].  

Fig. 4 is the confusion matrix, which implies proposed 

experimental ensemble can correctly classify the test dataset 

with a 99.84% accuracy – showing that it correctly classified 

all 13.418 records with only 283 cases incorrectly classified. 

Thus, SMOTE-Tomek outperformed both SMOTE(EN) with 

a greater impact to ground truth (i.e. overall performance) by 

identifying predictors of importance that influences model 

prediction with enhanced efficiency to differentiate all the 

various scores of true/false-positives/negatives [112]. 

 

 
Fig. 4. Confusion Matrix for the Memetic Ensemble 

B. Comparison 

We benchmark our ensemble against similar constructs 

and datasets for various domain tasks as seen in Table 4. 

Table 4.  Benchmark / Comparative Testing of Method 

Methods Accuracy Precision Recall F1 Spec. 

Ref [106] 1.0000 1.0000 0.9999 1.0000 1.0000 

Ref [113] 0.8728 0.8500 0.8120 0.8925 0.9300 
Ref [114] 0,9968 0.9318 0.9848 0.9881 0.8902 

Ref [115] 0.9981 0.9541 0.9881 0.9925 0.7829 

Our 
Method 

0.9984 0.9616 0.9890 0.9945 0.9998 

 

Whilst some tasks have proven much easier to classify 

[90]; Others, have are more painstaking such as task(s) with 

image and medical data, which requires the chosen model to 

explore metrics such as specificity – with strong impacts on 

the consequence of a diagnostic error. Thus, specificity is a 

critical feat that must be evaluated as it directly relates to a 

patient’s clinical output [116]. Furthermore, in dealing with 

stacked ensemble – we must satisfactorily resolve conflicts 
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such as: (a) data encoding from one model to another, and (b) 

structural dependencies as imposed by base heuristics 

adopted. To resolve the data-encoding conflict – we utilize a 

one-hot encoding technique which successfully converts all 

categorical data into their binary equivalence and proper 

format for use by the proposed ML heuristics. 

IV. CONCLUSION 

Finding a perfect balance with recall and specificity is a 

crucial task especially with noise rippled across the dataset. 

Models must yield tradeoff as accuracy equates to reliability 

(with less insight due to data imbalance) that yields distorted 

performance. Also, F1 assess performance on criteria such as 

data imbalance – as it has been found to provide an altruist 

insight into a technique's effectiveness in classifying positive 

cases without the overprediction of false positives. The 

chaotic nature of breaches vis-à-vis noisy datasets with their 

many features, will continue to yield studies into the use of 

deep ensemble learning heuristics as the suitable mode for 

addressing many cyber-attacks. The variance and bias in the 

ML task – make for the possibility of an optimized training 

sample if greater performance must be achieved. We used the 

deep ensemble (Genetic Algorithm Modular fused learning 

Neural Network) to detect packet behavior and anomaly-

based detection of malicious packets. We explored GA due 

to its flexibility as an elitist model; While the MNN is used 

as a learning paradigm for the components; our model 

validation returns a confusion matrix. 
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